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1. About Pashov Audit Group
Pashov Audit Group consists of 100+ freelance security researchers, who are well proven in the space -
most have earned over $100k in public contest rewards, are multi-time champions or have truly excelled in
audits with us. We only work with proven and motivated talent.

With over 500 security audits completed - uncovering and helping patch thousands of vulnerabilities - the
group strives to create the most robust and pleasant audit experience possible. While 100% security is
never possible to guarantee, we do guarantee you our team's best efforts for your project.

Check out our previous work here or reach out on Telegram @pashovkrum.

2. Disclaimer
A security review can never verify the complete absence of vulnerabilities. This is a time, resource and
expertise bound effort where the researchers try to find as many issues as possible. We can not guarantee
100% security after the review. Subsequent reviews, bug bounty programs and on-chain monitoring are
strongly recommended. The client's remediation of each issue has been reviewed; the outcome is recorded
in the finding's Resolution section.

3. Risk Classification

Critical Loss or compromise of critical assets, or protocol-wide impact.

High Significant material loss of assets, or serious harm to a group of users.

Medium Moderate material loss, or moderate harm, often under conditional assumptions.

Low Minor impact, limited scope, or requires unlikely conditions to trigger.

Info No direct security impact - best-practice, code-quality or hardening suggestion.

IMPACT

High - leads to a significant material loss of assets in the protocol or significantly harms a group of users

Medium - leads to a moderate material loss of assets in the protocol or moderately harms a group of users

Low - leads to a minor material loss of assets in the protocol or harms a small group of users

LIKELIHOOD

High - attack path is possible with reasonable assumptions that mimic on-chain conditions, and the cost
of the attack is relatively low compared to the amount of funds that can be stolen or lost

Medium - only a conditionally incentivized attack vector, but still relatively likely

Severity Impact: High Impact: Medium Impact: Low

Likelihood: High Critical High Medium

Likelihood: Medium High Medium Low

Likelihood: Low Medium Low Low
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https://github.com/pashov/audits
https://t.me/pashovkrum


Low - has too many or too unlikely assumptions or requires a significant stake by the attacker with little
or no incentive

4. Methodology
A large team of security researchers hunt vulnerabilities on the scope provided during a time-boxed review.

Every issue submission is deduplicated and validated by a judging team. Every accepted issue appears
below with its impact and a recommended remediation. The client's response to each issue was then
reviewed, and its resolution status - fixed, acknowledged, or invalidated - is recorded with the finding.

5. Executive Summary
A time-boxed security review of WhatTheHook was conducted by the Pashov Audit Group team. This report
documents 2 issues across the reviewed codebase, reported by 0x37, Afriauditor, gh0xt, Hals, IvanFitro,
jesjupiter, tinnohofficial, VictoryGod.

SCOPE

https://github.com/indeavr/wth-contracts

REVIEW COMMIT HASH

ebed980661e2e8e49e11d36048a6014ae9551cb1

6. Findings
Only Info severity issues were identified during this security review.

wthHOOKV2.sol•
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